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Abstract: Deep learning-based models have achieved impressive breakthroughs in various areas in recent years. How-
ever, they are vulnerable when their inputs are affected by imperceptible but adversarial noises, which can easily lead to
wrong outputs. To tackle this problem, many defense methods have been proposed to mitigate the effect from these threat

models for deep neural networks. As adversaries seek to improve the technologies of disrupting the models’ performances,
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an increasing number of attacks that are unseen to the model during the training process are emerging. Thus, the defense
mechanism, which defends against only some specific types of adversarial perturbations, is becoming less robust. The abil-
ity of a model to generally defend against various unseen attacks becomes pivotal. Unseen attacks should be as different as
possible from the attacks used in the training process in terms of theory and attack performance rather than adjustment of
parameters from the same attack method. The core is to defend against any attacks via efficient training procedures, while
the defense is expected to be as independent as possible from adversarial attacks during training. Our survey aims to sum-
marize and analyze the existing adversarial defense methods against unseen adversarial attacks. We first briefly review the
background of defending against unseen attacks. One of the main reasons that the model is robust against unseen attacks is
that it can extract robust features through a specially designed training mechanism without explicitly designing a defense
mechanism that has special internal structures. A robust model can be achieved by modifying its structure or designing
additional modules. Therefore, we divide these methods into two categories: training mechanism-based defense and model
structure-based defense. The former mainly seeks to improve the quality of the robust feature extracted by the model via its
training process. 1) Adversarial training is one of the most effective adversarial defense strategies, but it can easily overfit
to some specific types of adversarial noises. Well-designed attacks for training can explicitly improve the model s ability to
explore the perturbation space during training, which directly helps the model learn more representative features compared
with traditional adversarial attacks in the perturbation space. Adding regularization terms is another way to obtain robust
models by improving the robust features from the basic training process. Furthermore, we introduce some adversarial
training-based methods combined with knowledge from other domains, such as domain adaptation, pre-training, and fine
tuning. Different examples make different contributions to the model’ s robustness. Thus, example reweighting is also a
way to achieve robustness against attacks. 2) Standard training is the most basic training method in deep learning. Data
augmentation methods focus on example diversity of standard training, while adding regularization terms into standard train-
ing aims to enhance the model outputs’ stabilization. Pre-training stralegy aims to achieve a robust model within a pre-
defined perturbation bound. 3) We also found that contrastive learning is a useful strategy as its core ideas about feature
similarity match well with the goal of acquiring representative robust features. Model structure-based defense, meanwhile,
mainly focuses on intrinsic drawbacks from the model s structure. It is divided into structure optimization for target network
methods and input data pre-processing methods according to how the structures are modified. 1) Structure optimization for
target network aims to enhance the model’ s ability to obtain useful information from inputs and features because the net-
work itself is susceptible to variations from them. 2) Input data pre-processing focuses on eliminating the threats from
examples before feeding them into the target network. Removing adversarial noise from inputs or detecting adversarial
examples to reject them are two popular strategies because they are easily modeled and rely less on adversarial training
examples compared with other methods such as adversarial training. Finally, we analyze the trends of research in this area
and summarize some research on other related domains. 1) Defending against multiple adversarial perturbation well cannot
make sure that the model is robust against various unseen attacks but contributes to the improvement of robustness against
one specific type of perturbation. 2) With the development of defense against unseen adversarial attacks, some auxiliary
tools such as the accelerating module have been proposed. 3) Defense against unseen common corruptions is beneficial for
applications of defense methods because adversarial perturbations cannot represent the whole perturbation space in the real
world. To summarize, defending against attacks that are totally different from the attacks during training has stronger gener-
alizability. The analysis based on this goal shows differences from traditional surveys about adversarial defense. We hope
that this survey can further motivate research on defending against unseen adversarial attacks.

Key words: adversarial defense; unseen adversarial attacks; adversarial training; data pre-processing; deep learning
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Fig. 1  The framework of the generalized defense against unseen attacks
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Table 1 Summary of defense methods against unseen attacks
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i HAE HARFEAS U ik sl , Al BT 5 i K F
(9 RS A2 AL, SR B2 AR AR B A5 B8 Ak .
R HTEXFEARBT AR A E AT I 25, 1R 7T BE
BRI TC P AN m B Bty o 120 A
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XTI R ARG & B R J7 12, B Wi 28 22
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Fig. 2 Adversarial attacks of vehicles’ trajectories
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Table 2 Comparison of the adversarial training methods based on well-designed attacks
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I A, AFD (adversarial feature desensitization)
(Bashivan 45, 2021) J5 i [AIFFFE R 2] T HARFEA N
XFHUREAS 19 53 A 22 5 [P, 0G5 | A U083t 1 R 15
PR, AFD FY25 5 DIALAH{L, 5 DIAL A
[7] F14) 2 , AFD B ff i) AR 4 ) A ot RELARL, B )
i 2 X5 FHARBEAR O BUREAS | 17 A2 A 27 >) n
o ok AN A, B i AR BURE AR AR 2% 5 1Y
By 2 S RARRRAE . AFD H 3508 BOR MHHUREA Y
Sy ST TS IEAR, 1 DIAL R TiX— . BRibz
Hb, DIALFEHE T 3 SRBEA RN R XU AS (1 73 2
i HH — BOPE RO A T 1% A O IE AR 2 XS BURE A Y
Pk 1 A Y B AU 10T, DY i DIAL 7 52 3 I 52 A
Rk

Zheng 25N (2024) 412 HY ADV-4-ADV (adversarial
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Table 3 Strategies of adversarial training for

pre-training tasks
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Table 4 Strategies of adversarial training for
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T35 A8 B 0 268 i S 0 — A 540 1 iR A e ke A
R e BB A A RCE R s, BAT S L H
H X B AN B 43 A FEAT AL T DRI, DR b i B aie
SRR B SR R R o B AP, AR
WA AR B R X 2o P 5 — R IV IE AL IEATIERL . 78
AR BRI, B e AN A TE T A A% BT
DERC 785, 8 L A 1Y 53 B i) B, PR TR A o3
A1 X B R AT B — > B MR A8 Z i Y 2 E ) B
X 3k BE H AT AR A0, JE BZ e A By S, X
TR IR P E T FR AR R A T A S
e i R R . FE R RN A Y
Bk ] AE AR A — 2 RIS T e i — A0
PR AR A 1) 6T R, DT 522 W0 RS 0 oA SR B s 14 45
.

ALAT (attack-less adversarial training) (Ho %,
2022) [AlFEIE SR IR RS BUREAS AR AL . AT Y
I 00 308 e B TR R B R R A AT I e
X6 F T2 B R BT AR 188 8 R DRI
E AR AL SR, N IR R 0 T 1) £ BT 5
S LR 1) 3 AN 23 52 0 N %) 40 W, i B G S g
SRFB ] PNIREE 5 508, R EGX MR sh A it 2
IR B AR 25 1 A5 2 AR SR BE S5 15 21 1E 1
AIAWT o SRR S XU A T AT U AS 1Y
Wi 0 , IR #7182, B4 55 JLF- BT 1) RS
PUFEA . Ho 45 N (2022) 4 5 DA €57 725 4 1) 3 B 52
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BAXA, #—#, T, NER, BEE, 8K
FE3E RN BZ W EXS B E R AR GRIR

UK B RSN , P AT AR IS AS 258 42 50 TE
ORFER. He R R R AT E R A
Fr BE FRRE R ME R G R (E WS 2 0 B R A R4
R g 1R BEN , A1 7 Be N BERILIE B — e
IRZARFRAE . X R T5E T T X EUR A% 43 A (14 ]
R T X HUREA B RAAE . BEAh , ALAT {2l
o — AR BT B A ST, DR I RIS il
AR, ] DU S dO R — Ao X i o Bl Ab
U HE YRR T ik AR A T — A L, RIBR T4
B A PR AP B Ak B, o AT AT AR AT Bl
(R AR AL OIS AT o B N
1.2.2 ETIEMESEBUARE B AL

TE MM AE g —Fi i B T H. BB A% MAAS [] £ i 42
THERUIZRRMAYERE . 7R3 T B AR VIZRAXTTRY
AU, TR0 Ak Tk B S B AR TR A B AR I R
B SRR TN BE 7 BE A A E M S A B XU A L
V2 TAR L N R B AL AT T AT

XHFUREA i AR | HLUR 25 75 [0 265 I B A% #
P R RIHOR , T OB R B R 9 25
SRR B G AT LU X5 451 2 R K50 2 80 R T A fie
BBy

L(x+Ax)=L(x)+ oL (x)

ox
2, LR A1 K pREL, Ax AR « 130,
SRABR R EIOO i A B0 BEAR O, IS BIAE Ax AR/)N
L(x + Ax) W28 RARZ , DA S OB AL i 1 81 1Y)
g BRI A AE AN TR o IO
o BARAG G SR AR B R, s 5T ) X b A
o YuS5E A (2018) DI HER , $2 1 1 LU BB EE IE
Wik T5 i, B

Gradreg(x) =-p,(x) + max p.(x) (16)

1, p () JEAR L softmax A F A S X 4 5 231 (4 HE
A ORREAR 2 M EIRE . S (16) X4 E#E
ASAERE RIS L A8 e R M 5Kl 1 5 TE 8 2K 53 ey g £
K28, 8 1 XHZ2E (EAE X AR A L SRB E LA 21 i
L BRBEEIE AL IA F AR ZRrb o X RIS
A ABE S 1 IR A A T A PRI ASE A )1 ) 4 i 2
AMTRANES R MBEEE . R, X5
IEAEIZRB BoR 5 MBI XTHUREAS  BA5IA—
U I 4% , B Ry 1A As B2 TE LI, e AR B
L5 —HoRFRIE LT AR A i 7 o Ho kAT
TBeRS BRI Z AN %07 AT A s BT

Ax (15)

Bio AN, FET H AR USRI AT B B2 IE WAL B0 A B4
RREAY () A B AT A RSBk 153, R oy 12k AT DAAR
T3 5l i B B AR

Croce fll Hein(2019) & B, [l i SE AL T 65538
BRI T 11 65 PR T 1 YRR BIR 1 1Y 5 A T AR
TESE I HABAE ATy Ry B . thitl 3207 h
AR IRt AR IR i 1 — A1 WA I, i o e 2 7
LA I 1ERORI T 55 S 50 i 1Rl i 2 i A9 DX
TEVN 5 [y BOW REAS B AT B4 1 YRR TE 55 080
FlEAT 40 i, DL RHE A T 1 e84
P, 3 YRR R R AP SR AL T A SR

Jin Al Rinard (2020) 42 it 1 X FE— MBI, Bl
N BRI T A AR O AT 2 1) HHR 5 TR AR
AN LG e A R AT RS 207 AR H BR 2
] — ARG ARREAS T Rl i S (R E 1 199 2%
B AR ok ol Y A A OB T A KR B 20 A
G54 LR BR , A0 AR RS X B A ] R4 T T A 1
AbFR A T BESE TR E M o 1207 A R R A
12 A SRR AR T Im A T X i A K e 4 7 ik 2
F18) T DU A 1, A ASE 7 27 ) TR 432 1) ) e 4 T HG
B 3 AR P L AT 5 3 B 5 8 A R BB B 1

IRy A TE SR RIS 25 T AT R
FEHISEH . XTI AR R B AR AR 4
A I T SRFEAS FIHS L (8 0 SRR A H a7 2
IR PN S A 22 Sl AR ME T B o 6 T X RE A A
%, Boopathy &8 A (2020) 1 H X3 Fb JE = 1] fiff
AR ARRAE 22 S AT BIR A, DA S BB T g R 110 5
Yl Zk (interpretability-aware robust training) o 1% J7 7%
A IE AL By A SRAEAFIRS BUREAS B N R R 22
S, AL R RIS WU R A O IZARIE . %R K2
AR 77 A R PR W R AR A Y, B L% 25 53 ) B
KA BARARAE O HREA . A L TR SRR HTI
2, Xl b TG 1Ry B A R IR 22 e ) 5 1 SRR L I
PR IE PR AR E , HE— 3T T BB R AN Bt Y
Z AP RE
1.2.3  JEFHINZXTHUE LU Bt

a5 BAE LI IR B8 2 AN R X HUREAS ) —
AN A5 B LA R BRI A 38 3
PN S B R BV 22 B L B H AR o (HU AR
TR TS RN, SO R 2 28 1 41 3 5 IR 68
PEARRT B AR T T B2 AR SR, AT 062X BT A 1
ZIEEI N TS ER L B R . T T 2 BiR
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K, E T E R E — S ANIRME LU 4 sh i 5t
Chhabra 55 A (2021) #% i1 T 3 #f 1 i1 5+ VIB (visual
imperceptible bound) , AR Ny - 45 7€ A ARFEA,
A ] H 200 AR A v R B H B il YRR AR, LA
T BRI O Ty A AR AR MR — R A, T
HAR SUE B 5 HBRE L. S A A X T 7E T3
VA VIB I B P A AT I8 Sl AT S B e 60 4 R 1V
ITIEGIBEAL T PR T4 A SRR A fi AR
TEUIZid B FR X2 Bl 5 SR B ARAEAS Y
AR —2 iRt B, AR RIZ R
I#] 7 A O ZRASE AR 3], X PR A A Sy — M5
RNz S5

VIB 9848 5 PAT (Laidlaw 55 ,2021) B R A
5 PAT AR B2 , VIB ELAEAMR I FE A7 g A 25 8] o
55 TR AR AR 1) B R ST 30T R T B RO A, T
PAT i R B2 1 2 0 26 AR B 365 17 i SR 35k — A
LT 15 BIBEE R SR 9 0L, (EL s R e W AR
WA TR A S B A, A — 2 3
1.3 PAXtEb = 3]G Fuls
13,1 FETIRMETTE K & PEFFIE

X HG A7 2 T ¥R T 52 WG ) T B o AT R
HEEA SUAR AR AR A AR LS B 27 2 173X TR AIE
AR J2 XTI i i 60 . A R B AR RL RE S AT 2K
e BUX AR AFAE , 5 BRI A AR A AR RLRE 1Y) J3E S5 Ok By )
TR, POl s BT X PSR 2R AR 5
A IR AT SR BT R IIR

Kim 45 A (2020) 4 Hi HI%F b 27 2] SR A= 1l S 461
P RHAREA , Al FHREAR PR . 207 1 1 JELAE AR
a7 5, BB 8 T T e AR P 2R A i B RE AR,
T E R SUE B BRI FPREA 5 IR IR
it B b, de/IMEXT FEAB R L2y > 15 B e BT
(B2, 38 5 e KA R F 45 2 A il 4 0 B A AR AR 5
BT AR RIS (EIX AT A A 8 Ty e, 2
THEARRE XAE R . ik, Wahed 55 A (2022) 42 i}
T SwARo (swapping assignments for robust contrastive
learning) 77 % . 1 26 & 3G o A i — R AU FEA
XF B A — XS B 2 D REARTEATT AL X THT L
Je BREARE  FE T LR H AR AR U — X 2 — e
ARHIXSFREA « [6] R — 2RI RE AL ] BEAH B AN AR 5
ANIE T — 2R FEAS AT BEAR AL . An AR ALY
XPPTREAS AT DLk 2P0 3h BERA 75 1) 1 SCRELR B i L
R RMRCR . 5B MRS ARSI, X4t

WNZRAHE % pRRCR X AR R |, e 2o ) 15 81—
EPEIVRRIE S o R B AT S R £
MG —A e an Bn] o BEARRIFFTEL S B B I 3
JoR

B3 FEARXHTRLUR R
Fig. 3 Methods of shuffling the example pairs

AR Z2 B RS T vk Ak B A Bt 1 e R 22—
SR PRI FF P OEA I B A E R E .
I, Jiang 5 A (2020) #2 H T ACL(adversarial contras-
tive learning) J7 15 , B XJ Lt 2% 27 55 X HUFE A A2 i 45
B R XE B ATG (RAE . B el TSR
[ M R e . S2S (standard-to-standard ) , B { A 6] 38
SR A4S B H SR R A X 5 A2A (adversarial-to-
adversarial ) , R} Sk 39 5% 5 (4 1 SR FE AR X5 B8 4L 311
RZA S28 55 A2A AU, T i 7 i 1 BT kit
Fio X AN S i S FRUEACE (B —
PRI S50 53 B TE S2S I A2A R AL 52, S2S Al
A2A Z ISR — 402, R X HORE A DR )i
) A RFEAR I GETHF B 22 BIAR K (Xie 55 ,2020; Xie
I Yuille, 2020) . 7E75 2 FUI 25 (9 R 2L IS, 4 HC 7
HEAT 2 — 20 (0 GO B T A5 3 R i i A AL

AN ZR AT R A Bk AR 22 B A E
Tl U Gk AT G, T HAE I 2R B B 3
AR B SRR AR AP 2 A R % ik, 7RI BB
AT 2 A T WO S R o X AR AE I s AN
AT A Ao 380119 42 )7 A AT 9K e 5% Hh AR O 9 42 42 T
o AR SO UREAS I | & b i S5 A 15 R AR AA
BT, AT BE T 45 0 {5 BRI XS 4t
SAYTTHE. Mao 58 A (2021) 48t T — I B Xt
ek #EAT RO W07 % o %05 A I B BRI F RS
P2 20 SR A BN HTRE A, 2 PR 3k A A SG T bR
2523 [A] AN OV S 4 J2 T R REAS AR BLEE , AT LR T
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BAXA, #—#, T, NER, BEE, 8K
FE3E RN BZ W EXS B E R AR GRIR

FEARLEE [ 385 0 1l 38 J A [) o 2 g X B AR AR 72 fk
PER
1.3.2 JETAHWE B2 ek it

XTI (8 bR 2 (R TR A A a5 1) A3 2 2
A, BRI B A B FRE RS AR 10 . an st
XFHUREA [ ARFAE DR R 501 DX I [ 2 1 A 2 ) X
3, VA T R fof AR AR 2 ) 3 — A TN Y PSR
o Mao % A (2019) #2 i1 T TLA (triplet loss adver-
sarial training) J5 % , W8 — M i, TR BURE AL
[ea] X A DX 35 4[] o ol R B At 108 DX 0, LA 5
TLA 36 B SR AR Ry i o5, 28 U5 X B e A4S [A] 258
S HAREEAAE R TE ], A2 50 A SR REAAE
G o 38 a7 T A R I B el SR 67491 B AR
e B LRIk B or o

TR IR FARFEA B TE R 2
() 9 07 AR Y o AR IR SR X BUREAS M E T
TEBIFNAG] X HUREAS SE i PSR 3 AR T K
DIAZXS R A SRy o o5 A7 30 R 5, m] i 3R 3
FERG oy RITAFEAR . SR 3R 1E GIAE by
SCBRESAE R B, An e T AR B AR A TR
FHP S 23 [RGB REAS (14 23 A A

2 R EIXT Eb 2 ) 7 B AR AE B O, 5
TR T FE A AT 2 20 28 ot 8 B 480 1 220
Tehr . 16 Bk, Kim 25 A (2020) 19 5 2 il
Wahed 55 A (2022) (9 J5 S AEHEGE A 26401, 510
PRE AN BRI RHE SRS . SR, BT TSI
PEsh A A T m i, AR 2 S B5I AT
3K FL AR« [] — R 24 11 1 o 4 58 AP A AR X B A
AR=FZ M EX . HEZ T, J5HE s
BT, HiRZ H AT ARFEARFX A
Z I —Fpox e BRI, S5 38 AR I 5 B A T FE
R RN el R N i s Rl s U Y R SO i B BT mwa
2, ACL J7 ¥ (Jiang %5, 2020) 7£ SZ PRI 2R 51 AT
PSR Y S, I ACL YT 42 4% 1 o ) % B A
RIZER (5200 . SR J2& , TLA 7775 (Mao 4% ,2019)
FIAT WG E, INGad F e — e PR bk T
XS BIE B B . SR, b 3k B )y v AR AR A T
i — 2 BN G B AL L 107 Mao 55 A (2021)
PRI A B I 0 D) s B, T 3k A4 ] A8, R T Lk A
TR IR T4 e /N o BRI 5, 25 1R 3 S 4612 1 1)
FEAFE, Qo] = 200 A FH X 265 2 LA by A A
R EIFES 2 — MEfE— PR ).

2 THEEBZRA R R AT B #1770

2.1 BiRESRRE
2,11 FETRERAMFIRAME YRR HE BRFE

TR EE 1 28 [0 205 A X6 o 1T AT )G 39 5 HE
Y[ A SR AT L IRIR R . e, — S8 TARLET
SIS R e 55 2 AL, S B ek R X
Loz 25 5 AR VR AMEL B R SR

Wen %5 A (2020) $2 1 7E VI ZRBir Begs in A3 1) T
T TE R 73 2R B0 3l e e A I3 i B M) P X Ao
PE SIS RSP S A 520, BRI 22 T e 3 X b
YL SIS HUREAS L ] 1E Ay 1) e 5 X087 3k 20 A1
o FLARTT B H AR 2% 10 43k H2 2 103 40
B 09 A7 BT e 89 5K i 25 1 BPN (benefi-
cial perturbation network ) , 7E I 2 I ] FH 19 468 453 2% 1)
B B B A R JZ2 A T 1) RN K5 BRI s A
i BPN, 1 555 190 28 of T R0 RE AR 10 8 3% o3 R Al 1]
BXRASCHS T4 A L 3l A Y125 SR A G AT LA i i
15 FIRFEA BN ZRAE nl R A5 — 2 iy &R 1L, SR T X
T 5 BALAERR B 7 1) b S8 T Tty e e, HEXS RS
JEE T ol ) S R S8RAT R ABLAT B — 2P B

Borkar % A (2020) $ i 1 %8 73 4§ fiF 5 4 3%
(selective feature regeneration) . A 1 22 X HT 4
AR e M T 1R AR B S Bk ks
Wil s B BB RS . — Iz A PE 5 Y By
A0 24 AN ASCRE B0 b T ik 26 iy, 38 7 >4 RE 6% By A
o3l oy X 57 T AR XS L o Borkar 88 A
(2020) 125 1 W 2% N B AFAE B Mg s P, OF L
DI RO R S T IR A st AT B . BAA
F U T R AR B e s e A R A O
FE T RS > W 45 R 2 A ] 2 R 42 B HC G
S5YEI UM AL, 7 Zhad B s F AR BEAR X B ke
AT, PLIE# 73280 F bR 558 A2 il e <2 A9 LG
55 AR, HABRFIEAZ 5004, NI B4 148
PR SR IS R R O PERE BB pE o TR X
X RPAIE 9 F T A PR T — IR A 0 LS R 52 1
R SERLAY , RIS e 5 Ak 00 an L 6 2 I 2k H A
2.1.2  FETRRL S S X o4 Ao AT

R TEL F) 45 ) ko A AR 22 B AL, S I Rp R 2 1
ANTEME— 7 o AR GERIIR L 2 ST BB AN X 73
IR BT A REAS, S Bk AR . SRR X
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il AT iy AR B8 )15 20 I 4
O, 3k A AU X P B T A R ME S PR T TR AR
VABIF A B, g TR A7 3 S DA 3 R P i A A
[F 135 S5 [ AE RE A 12 AL AR A 255y 8 A R it
Schott ¢ A\ (2019) £ H} (1) ABS (analysis by syn-
thesis) 5% % J& — /> % S MNIST (modified National
Institute of Standards and Technology database ) £(#i4E
(LeCun 4%, 1998) B i Ay & H LAY . R 2 MNIST
A ] B R A L AR DA BT RE A8 1 2 B 4R
SR R R AR B . RIS E 1)
ACRFAEAS I AF I 14288 Sl 40 I 2 73S 000 g B A PR 2R
R, O Tl E AR B R 8 %07 AR B AR L
o X — 58 R R A A T A — 2R A 2y
ST, Bt T A DU e g . e, E R
FIAIR A, BN
p(x|Y)P(y)
p(x)
o, x My 23 5l AR REAS R H 3 2605 % . Hor,
py ) T L1 5 1 5 B0 A 1550 45K 0
p(x| y ) I3 3 f FH— 1> VAE (variational autoencoder)

(Kingma Hl Welling, 2014) M58, ?p(x) [i] 72
A AR S BRI R b a] LI ZHS I, ABS 347
AR X A B S A AT A, TR X S 2R A B
530 53 o FEAT AL, T gk DL S R AR R AT e
2B TG RREE M M 28 s A
053 3 5 I — A3 K S 7 5, A el A e i 3
Fofr e B 0 22 SR R AT 23 2 TR0, AT ETT T X BT
i BT, SEBN AR NI BB A . {H ABS 2 X
A5 FEIA—AS VAE, PR AT B TC 12538 1 K
TR AR

Xu % N (2021) 7 2 30 53 T 55 R AR &)
Z R HLILsh g T4, IF$EH T DDC-AT (dynamic
divide-and-conquer adversarial training) o 7 i 3 43
FUESS T, B MR EEA — D 2 i, e 2 2
X BT Bl 0 B IR I, 5 R K SR R 3 I Ak B
DDC-AT WS BTl 2k 0735tk , 7E I 25 H s 9 25 1)
VAN [A] 1Y 43 3Ok A B G 55 VRS TRl AR R L Rl S
P RES SV B S R = S N N T
I BN 53 2 300 3 0 3 S IR S
TP BET S o EHCRE AR E A RBEAR T HIR R 2>
A B A A PR A SREEAS LR AR R XS

p(y|x)= (17)

RIIE BRI, 3 AR ] s B A Y H AR
A HRUR R X BUR R o B A R 2, —F oA
i) Kr B A A £, Bt SONE , SEBENT B 2ZH I 25,
M BAT R RS G N EREE A A, @
Foun TN G o B, B ARFEA T (1 T A 1R R B 28
IR S e FIPUREARBR R A A, 255 A
T3 frmo KB BALE £, B AT, B A 5 TF
B o ARG BN GRAEAR T AR RAMIX 3, 52—
AEFR RGN T A5 BB IR AR 2R 2 ST MERE | e
IR T AARRE S . AL Z R 307 i Al (A A
a7 Ak SR 58 M A [ AR AR 3R L B2 B R0 4
2, MARTEREA ANk ) B e
2.2 HINEUETALE
2.2.1 XFHUhER LBk

X PR BRI A A L BRAEA Yy
WA, PR 2 M IS O REAC B A 22 H AR I 2815 3 e ¢
g, EMOITEAEXNONGICER B RIS, B
TFRAENE BOE AT AXPREA B I/,
LR 0 M 7S 1 RSP LE XS BT IINZRAIG , PRI B 25 5
ZACBIRFNE RS AL, B 7 B MU AT
BT AR 5

H XS BT M 2% (generative adversarial network,
GAN) (Goodfellow 55 ,2014) J&—Fh ™ S UG i A=
W . Samangouei 55 A (2018)#H T Defense-GAN
58 B GANAE R — T BRSSO XA A A T 25
WE BT A ARFEAR YIRS B4 GAN, ZEil]
BB LA T Ik R A 7 25, A

mzin"G(z)—xuz (18)

Krh, G2 T AN GRbf 1A il , x S AFEAS 2 &
AR = o 58N EIR P IRIE LR AR A
G(z) A B dn. mmT L 20k A2
BEIE GAN XS J5Ulh F AR B o0 A EAT A5, R XS
PUREA (8 o3 A R Il B AR FEA BB 7041, LA Ik 3
FMEROR . X RITEAE U R BN U fT 0 BTk
A AT DA BT BB R RN it o SR, B A
BIR T B 45 P 7 2 e 1) 808t 0 A1 A BE 7, B e AT)
AV AR — A T

IR T A e RURCTE AR Y A AR L
5NN B, Xie 55 A (2019) 13 2 2] HARBRITR)Z
FRETEXTHUREAS b (0 ME 55 7 , RIVXTHRE A TE M 45 1Y)
TRIZFFIES HR R ) A SRAEA AR IEAT R B R Y
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BAXA, #—#, T, NER, BEE, 8K
FE3E RN BZ W EXS B E R AR GRIR

a5, RGBT 17— E M, IR st H bz
R H, LASHIT I SR B 7 vk % A 2 L R i) H s
PO 28 BEA TINS5, 300 ) R T2 R i A M 7, DT i TS 2
BREE . X BN iR E IR A L R Tk 22 1 B
75 X (He 55, 2016) 14 1, Z5 M 1] B HL A A% 5 200
R 2 TTIE R LR B HUR A E F AR 2% TR i
E AR 1A A S MR Y B TR , A S AU 2
52 HARM e iilgerb . SR, 2 R ZE
AR A 2 Ry R T S R D T X R A A AR
HUS BUARFAE A8 22 S5 AT BEBE XS P EA T TR AAZ 4
MIELZ T, Zhou %5 A (2021¢) BEit T —A> Mtk ,
DUBF XS P T Bk b 22 5, BRI R ST/ 4

Li %5 A (2020) 8 T $2 T+ 2 M5 ¥ 1y nl i A A
X RAH 4R B B RE T e th T — A )4 a0 L g
T 40 B J7 ¥ Online Alternate Generator. AR & ,
OT LA A T S5 B 5 AR B0 RS 5 ]
B LA GETT R HME R B T4, LL— DX BikEA
SEMEAR SIS  TE Sl B rh R Ak
JR A G T UCR B AL — U AR e 28, A s
ZHACAE T UE 5 R i Hh e & AR
TE N S KA 7413 ) £ BE 52 T+ R AS 1 S o
PUREA I TE SCRILRE o T2, 3R O v S PR AR 5
PRI Ay SR vl 2 1Y H AR 2 M 25 0 45 8 — R e fin
AL PR, HLI SR AR LR TGS BN A2 2 1 3 5
XS PUINZRAHEA A JF PR 22 A 5 12 IR T e vk e it —
AT . MR %05 AN M Ao Bt 5 A
H bR RIZ A5, B Bt S Em) SR (A5 A Y
SRS, R A AR A B
PUREAS, th 207 125 RS L I S 8 S Py FH AR+

X TR M AT ) — 4 A R RRIE XS
TR A B AN F BB . Yang 55 A (2021D)
Fi 1 A PR A AR 0 SR AR BT — D AL BB AY CD-
VAE (class-disentangled variational auto- encoder) , ¥
i A PR AE SEA91 2% T AR AR 2 75 8 T2 2R ¢
FEAR A o BE B RICAR R B Ml
FRIE . BRI, CD-VAE M 5¢ 538 & B, Xtk )
FEA ] T T S HEARE , M3 2K IR FHE T
TBER X5 532 IR B — R WO ST sh R
H I L 1207 1201 P 23S E SR AS I X U REAR , 23
FICAR PR SEAT 73 ST DASR TR B 8 e . 32
20T AR S R T A TR AR, AR S
PR AR T T N SRR AE B A2 2 H R AT LS e B2

FEETCEEAR LA DG 73S 1Y S BEAFAIE

IEAA TLA (Mao 45, 2019) J5 ¥ FF & , % B A8
B AR i B AL, G AR Rk L R E A Y SR
R 53 A DX, (R 08 SE IR X BB . Li 55
N (2023a) V2 3 e e R BCCE XS BT A VR L 2
T35 TR bR B B 480 )7 15 Defense Transformer,
BRI 25 7 — > TN 2R 60 0 2R I 2% e R 48 o B0
P O PURE AL 455 09 Fa S AT BRI T LSRR
2o N T ERTFHX R M B B R O R TE I
IR AR RN 5 I AN Z FPORHTUREZAS | ) B X ok SERE AR
PEAT R b2 o AERE e sk B0 rad R, Rk
et R BB SR, r R 28 [ E AN

Zhou %5 A\ (2021b) #£H1 T JATP (joint adversarial
training-based pre-processing) J7 % . BLA 2L M7 ik
1 L BEAT R A Ity B 2 A A R TR
A, SR 24 B mT AR ] Pk 3R e i) 15 8 it
FiAh PR AU IS, H AR Y e o AR It Ah,
VF 22 220 05 v HOOG 0 19 4 AR e 22 M 8 ) 1 4
ThOBA REHA S M E . hik , JATP £ T
XG4 T4 BRSO AR 00 26 75 A 0 R AR Y k£
EREBIE . BRI, By I BCARLE AT DL BB
A G G i AR B AR FEAR T HUREAS 1Y
A B 2 DA N 5 AAASE A A TR A, R IR
AL AT I Zhrh TR R 2 M AT M TERR 2
AVRRE JZ TR THREA 2 R IER 3 . 72 JATP [yl
gt b, A TR B2 54k . TEARMERY 2
AR AE 2 FL | 3o o 5 A 8 A P 2 IR D i 0 A8 OG0
1, B B G R BIBAAE SRS h B P RE

Zhou %5 N (2021a) §2 i T — P T A AR AE 2
By 25 1 75 1 ARN (adversarial noise removing net-
work) o G A— G A O HUREASRRE , 1
ek ) ) g DR S AR 1) BB 2 A T G
Tt 85 2 ~J Qo R ) g 110 ) T, B I s AR
FRAE, HE—2DHh, R T WAERHIE IR 5 A SRREA
BT A I 5 iR 22 MR R R i iR A
T 55— MR EARFN % | P8 AL 27 > e ik
SAZ RN G | 5 20 38 ok AR R AR I S5 A5 2 5 5
ARG . SR, X T 7 VA AR 25 B B st 7 0
BRI XS HUREAS | AR X SE 0 b4 B A8 AR
A3 W HA 22 AR Bty o S S (1 X o
FRAE 4 207 0T — A — Ak fE 52 A
A REAE AR [R5 A [ 2 60 B ) R ik 43 A 5 e
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G3ATXSFE A ARN S B 5T 22 (0 R et

A i BEME 4548 9)1 25 (interpretability-aware robust
training) (Boopathy 45, 2020) & BH , ¥ & 1 22 [ 25 1)
Jie 383 1 5 R R R i A DR Bh B  RITROR A 5 0 A
il 3% T 5 R RN L Zhou 55 N (2021 ¢) F) FH 2 BT 4¢
fE &3t T — & B J5 7% CAFD (class activation
feature-based denoiser) . FAKIN T , ZSPIGHHRE S5
2 R, DT R e AR D O
BB T — R R EOE RRAE X BT CAFA (class
activation feature-based attack ) : fix KALISRLIH FRAE I
B A ORHURE AR, el AR o o R A i 7 A B R T
WFERE . VER L TEARTGL P X T XU A B BR
il UAATE T AR 2R 23 6], 0 280 FRIE R B TCAT:
AR , 304 T 8 A AL 2l X LRI E G P 2 4
TEBE 5 SR BB . CAFD % T AL CAFA X}
PUREAS , L i R BR80T A A 15 22 ) A6 2 i 1 1 52
Wi o K CAFA XS HUAEAS iy A 25 MR, 73T F AR A
AR N 2 WA A 1) S TR AT, P00 AL 58 A U Bt
TR T EWRREA B LM . AH FE T SR F0 Al AR
P& BN G, %07 AL AT RE A FR 2 FE o] £
LU 7k, ELR 2RV R AR Y B RO A X e b
PRAZ 2 50 o R R AR X Bl R R BIR 1Y)
L[ R SR IR AT RO ZEHFAE , k%2 T ARN (Zhou
45,202 1a) H YA AL RHAIE (i 4 )R

XL B 1 SR 2245, 5 S B A i A X Bt 410 sl v
JEM R, I, FEIXFRAS AT 3R A (1) 52 2 U T L 425408
XFHUIR B N AR B TR, Gong %A
(2022) % i 3o xf M iy 5 47 R f% , B A RED
(reverse engineering of deceptions ) B AH 3K 15 2] #2 J#
RN BRI . BAAWNS %0556 B % &
T ok RED AL . B4Ry

Xy = D(xa"")
=N g+

A, DRSS 207 ok AR £ s . v 2
HARFEAS , xS X W AR UREAS | &, 2 S MRAEAR
o SEAETT AR B BXPUREAS . SR, 107 R o S
RN, Bl ) ) E R 2 P R IR AR S 3 ARFEA
18 B B TG A ORI B et RS E O R T T
A H R ) £ T CDD-RED (class-discriminative
denoising-based RED) , i i $i7 i/t 25 MR AL A N [ SR
A BG5S IR D AG THA 2 B9 BAREEAS |
XFPUREA T3 1) 55 B AR FARREAS JBUAR XU AS (9 %oy

(19)

ad

HORFF— 3, & 8 LS D, ML T
BPN (Wen 4§ , 2020) iX ' 51 — 40 3 19 Sz 5% J7 1%,
CDD-RED idi i 424 I A I N TE R PR3l 15 &L, it — 20
HCGE T I 2 PR . A O S R S
BT HOREAKEINAT T A [R] o Az T 3405 1) 36 20
FEACREAE ] B — N AEAS J2 1 S X HTRE AR T CDD-
RED it [a] T % B s 45 SR8 J5 ML AT o iz W,
o AL SR B 5 0, 3K — s 5 ABS(Schott 4
2019) AH 1L,

Blau %5 A (2022) 51 A T3 JUARAEH AT 99 HE
PRI Ry e M e, S AR A i A R T Ak PR
e, SR RO Y (4RI 1) 3 A0 e S A PG
T 2ok AR A — 2 o S e A A R A A T IR
1B AL B 5 A FEAS PR LA A e 8s . EE, &
MR-G5 H AR o> AR AE FUARFEAS LY AL . 1
B P BIORRRY AE fmy Hie 7S T ] LI ROR IR R
T e 30T M P RT A A RGO S X P M s, R e 3 PR Y
AT AR 25 BT oM e . SR Fh 7 vk T4 K
ABE YT 1) Jo0n e S SO0 50 e, B A SR e R 1 R B K
TR, TSk 22 1 R i MR R 2 e YR G A A o LA
Bl SR /N WA B R AL A Je Ml R o DR e 2
TEA) b3 ) 39 60 e KR D) =2 ) 3 % — 1> G LA o )
B . Nie %5 A (2022)#2 H! 1) DiffPure (diffusion purifi-
cation ) J7 2 ALK 4 R B AR R Pl ab BB B | LR Ty
K — DI B A, B A ny
W%, DAAE S MR A0CR AN O B A A0 i SURRIE 22 ] BT
AR TR AN (R ARR , 1 REOBE AR  i []
T R A A M P A A SR ) B < T [ A R AR BT
JE JR R A R4 Y L BR AL AR PRt LIS BT AR W)
LREA , FERT 1) IR A v X sl S —Fh 2 i
PG5 A A5 S 2 B T T A, DT ol X A AR 11 43
AT SR WG REAS () 534, 5 Z A0 S 1 o3 A it — 251k
BH T iX— 5 . H I, 7 DiffPure HEZE TR, HIHT W) A1 2
) aof AR 25 AT R B J MR AICR | TR — A4~ J7 e ) Y
A 1) 2k AR A SRy — A B A P T B 3 S ) e R Y
WIHRACREAS , (UK B2 ) i FRAE Ry M 7

Xu 55 A (2022) $2 H 6 RFAE FAR 2K P> 23 (] %)
F AR FEAR FORHUREAS B8 43 A0 AT 0 55 o LA
TSRS B A T HUREAS , R XA
A SREEAR S A AT B BT A s R . ER
RIZM, Z T EETHRRMEERPOL A RFEA R
RIS B X PUREAS 1) By A 23 (8] 534 o FERFAEZ 10T, X
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BAXA, #—#, T, NER, BEE, 8K
FE3E RN BZ W EXS B E R AR GRIR

TR0 ARFEACRIAL RS A8 X HUREAS 1 20 A A 7
XF 55, [ i fuft Ak B 9 X BUREAS 1) 4 — 2 9 20 A B
B A FIZER AT L eAh, B L) AR 4%
IERA P RAL B S AOREA S B AR . e I 15 8 1R
Jit g AT AR AR A R AT S AR i) 25 W, 4 AR L X
RN Bz AL B A RE O o B2, A LK T CAFD
(Zhou 55 ,2021¢) 5 J7 4% , JX b2 M 5 1 AT TUE &=
AR SR U Sl i & L A E L Te w27
2.2.2 XA

X FUREASKG I [ A — R UL BT 3% . ANRT
FEMETT L, B A R E B RE AR X 23
SRAEA FXUREAS , TR 205 X BUREAS g A 22 H A
2%, DN 4 T t0 248 R MER R o AR LG TR I 2
SRV R URE A I B [F)RE XS YN 2R X TR AR 1
MR ESAR , P T 58 B AR AN T DL IR P )

Zheng Fll Hong (2018) 1 & 2| , X T— 78 H 4K
FEAS B INGRINT R B AR 2%, 5853 B AR FEA B B0t
B — A 2 p, HEUR RRAE A 5 Rl — 2 51 Y
H AAREA BZ R A BA SR 22 5%, R 1
I-Defender (intrinsic properties-based defender) J7 % ,
FIF A SRREATE E bR R0 45 B PN J2 R AR A0 % e
FEA A o BRI & L 32005 2R TR & e A 2
Xof g — S 23 HEAT AL, 3 5 B — R E O HE
R (BRI i A SR A5 X HUREAS . HY I AT,
MRS A AT DU T &I 25, b nl A i 2,
FLAEAE R XU ARSI A AR

ARAEA AL & XL Bl , W AR AL A0 5
SE BT {5 B, AR F AR U H R AE B0 AT X Ao
FE o AN, BIE b 1 RUREA TR I ACRE E A
A RER L EO FHARFEA . Roth 55 A (2019) 32 1
St R AR R R T PRI o 0 A M 75 A A PR A R 4R 3
FEAS g BE Bk {5 R o BARTIT S, mAREAS AR
JE RIS 5 , G SR ) 45 5 ELAT I 1) i 1] 1 A
I AT Ia] , SIE WH 2R A A7 A BE A% 150 Rl g 75 BT
HCIH XIS, d R AR A RS, 77
DR AN E S HARFEAS 5 R M st ) )
Bt iy JEAEAR RIS N TEAE B, g rT R A 3
F B AAZ IR AR N B A A B R

Cohen %5 A (2020) i 1 546 % L, Xt T — 443
JE I A ARARAS Xk Ho iy H 52 0 e R A I 1)
AR G YN R vh 5 AR R B B/ NI n M REAS
A o PR AR S, T a0 HERE A AT 3 AH O

PE, B I X 38 455, $& T NNIF (adversarial
detection using nearest neighbors influence functions)
KI5 o XTI UELR P BN REE REAS MR A B
PRI 2 B2 X H 37 — > KNN (K-nearest neighbor ) 5
RPN KINN ASE 7R v B2 360 TIE AR A 7S 1) i ) 52
M) e ST M A YA AS B A ) 5, Pl R B A
G UEBEFEAS Y X SO AR 1) 1 o 2 Ok, R R E
PR B A S L R S S X PO RE AR, o a4 B
S ERIRAE . B ZORE AT K SEARRAEAE A AL DI R
— AN REE N B LRI & o N [R)TAEHT  J
AR REAA B (115 12 52 BB A, NNIF G154 b DA
FEAS [A)AH B AR FH B0 A BESZ 40 1 R UREAS B4R 15
B DU PRI AR R T e i /R AR, DA
17 L2 B 5 8 A I B RE ARG I B T

5 E AR FHREAS T SRR AR A DU X AR A ZE L,
Abusnaina 5§ A (2021) If % 71 #) LNG (latent neigh-
borhood graph) [F] A 2R FH 1 33 A i 4R 43¢ ik i A6z 0 7
2, (H LNG Ky &0 22 00 2% il A 3] 3T QB 8 AE 14 F1)
o ZOTEME T A SEHEARLES DS RIRE R
ABLNG P T p 19 £ S I R 408 42 0 o 2
I, 73 e B R B AR Y KR ARG R
1 3 TR R o A 2 P 2 P 2 v L ARG TN 3% ]
X IO R A AR HUREAS 205 h AR 4R E AR R
S ] LI o IR0 3 07 08 R Y, Y s 2 (] Y
AU 5 P 22 W 28 28— [R) 52 I 25, 3 NNIF
JIrAS B4 R E S IRRE L o™ W T RV A E R AR
(RS REREY: =k e 8

Moayeri F1 Feizi (2021) & 8, o] LAF] T A e
ARBET — A a7 #1072 28 A9 3 26 4 SimCat (SimCLR
encoder for catching and categorizing various types of
adversarial attacks ) K I X HEAE A | 3 5 ) K iz 57
THES . 0T RIS AE— TN ZRAG A B i A )
FEE_EFEATER M o ZERAG I XS FUREAS o 1207 R
Tl 25 B9 SimCLR (a simple framework for contrastive
learning of visual representations ) ( Chen 55 , 2020a) 4
TR g, DN 525 R B H SR FEAR XS BUREAS AR 1%
Sht i b A BEUZ R ] B 5 IR A SR K
SARCAARL . B SR Z R SR AR AR B BRUZ
ik, PR A N ZRREA S A 25 72 RO 2k 0 e i
Y ZRA5 B B 2R 3 2R 85 e 2 19 X U RE A ARG D
fro TEHYIZAE R, gt 85 1 SHUE E A I
&, SimCat X AR KN i 32 AL 7 80 E 1 A T X B
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ERE S, XM BN T RS
LPIPS (Zhang 55 , 2018) B N AH L, ¥ IR R AT &
AR BN i) B 1 7 =0 B o fH SimCat 47 — > ik 3
D B, BT T B YRR AE 4 B AR A L 2R
LPIPS JH AR ) B — J2 BEAT 4, i T B A
Ko b, BT SimCat H Y BE BFJE & , FARFEA AN
X IO ) A [5) e 2 X6 HUAE A 19 B 2 /AR AR, 3xX i —
AEMIE T AR & i, IR AT —A>
LNE S AR S BN AR RN s ) BT AR T Befi

Drenkow 5 A (2022) A —> 1 5 132 A6 A0 £ R
RSB A A 7 2 6 2 21 o 1) AR 0 ) R A
R T AR S TR AT RE AR X B A 16 DL T
AT , ASRAG XA B AR R HUREAS B A6 i
BT 32 7 1 RSA (random subspace analysis ) LA it dr
AEFE R A7 2B B B 207 A I 25
FEABEAE IR R G 2 1 HH A5 20122 19 28 AR
P 3 BEFAE 5 MR AT E 22 I RE B B T
RRAE 25 ) op Sl SRR AR 5 26 rp s Y R B A
FEATE A T2 AR, e a ST Iy 125 [ Y
bR — 30k, LUK I XS PUFREAS . A TG 3 NNIF A
LNG 25 2Bl ) R A () RRAE B9 5 125, 1207 R RS
W7 =20 Ay 7 B R, L, B S AR ) 246 45 ey A
RT3 (Al I I

Gao % A (2023) 51 A T HAF B 7 Bk B Xt
FEA K I #% MIAED (mutual information dual autoen-
coder detector) , X J& 1% 7 k5 Ll 7 kB KR
[6] o MIAED KA o3 S Wi B B« 15 S AT REA NS
TESRIC, FFEA TR PR AR . 2 PR T BAR
S KA 7 2 s RRAE A4 Al S0 Ve L FH A1 %k 5%
(1) 75 AL THRAAE B9 A, IF 0 — X5 G B 485 1 i
T 88 B THRR A X M P 10 M e, e 4R MU vy o
AR o 42 I ok, R T E A 0 265 1) i SRR Y
TR T LA, I AR S XA . it 2R
— A5 B B RFEAE g — DS B AL, 5 B AG DU 45 s
A HLXT H A ) 26 235 0 RIS BT A AR B ARG, LA SIS B X6
R AR FE B AR . AR, 5 E IR TR R FE A A B
KRR MTT A LG , MIAED WSRO T2 % R (iE 14 o
N T A AR LB A

R Ty i 1) AR R B B ST R A B A AL
il , XAy AT Gt 5 ) A — 2 A, il
2 B 1) By 108 DU B A A5 A X — ). Tsai 55 A
(2023 ) P32 B B B A0 1) £ B85 1, R RS A 3l

it 2% MAE (masked autoencoder) (He 25,2022 ) 57,
T XPUREA R IS . %07, T MAE 58
BT X HARREAS 43 A7 (R i A2, HLAE 3 SR AR
XFPUREAS b B2 bR 22 S TR AR TR AR
MRS o XTI POREAS , OGN BiiE A
FIARFEAS [B] 15 825 5 1 ik B T 1 HOW AR N ity
A EENE . 5 SimCat ZERLAY 2 , X FP 5 2% A A 7R
A BB IE SR O 1k 1Y BE Al B SR AT AT L, DA
IR BRGNS B2k 72 A7 B i 2K

3 AREBRERE

FIRT, A AR FIXT d rz AL B A B 2
G T E R, I LT L el )

DI A il DA o R S ) B A e
LWL A B DAy 0 3 A R A A R o T 6 i o o
P, AR 53 A —AN AR H B B A N R NS BT A AT
LA o —T7 T, — 28 T A B[] — Y Bl A — 5
M T 9 Bk A D AR R B KA B BT A RIE T, X ARG
56 ) U AR 7 00 SR AP T 15 3 R i 2 SR e B A 5 53— T
], — LI AN ZR B BB 2 iy, IR AT
AR BTl T AT 5 R AR R, I & R
R R N A B9 AT LA F i, {EAR F 25 6 B A AL o
ALt AR AN R DL B 2% S v R AR R B A g
T3 SRS AR E R P r J5 THTTA, AR B TSR ARy
L AL 52 2 5 5 R B R A 85 0 o R R Y
Wt T2 %

2)AAERFERY SR, A HRAEXS G b i P 254
I, >J 45T 20 B RN Bl s PR AR B
PR AT R AT b I A AR oy o, 7 S Ao
AN A S T 0 T B3 b T L B A
TR R R iy, 56T AR A S R & F By
MRl . BB C A 2R S BN AR AR
(T EARARR | X875 3590 K B TGE N L k2
FEAIRS L 27 S 55 AU, ROk, 258 24 U Y
IR, S RO i A A AR AR SR — A 2P
WFFE T3 1]

3)XFPUPL B LU R o A LB AR 5658
SEXTPTIL S AYIEARFAEZ — o T TAF 27 XE L
SR B HIE S0 9 Rl A AL B0 E AT 4 R, 1SR i%
00 Pl P 70 70 2 i TR L 2 > A TR 114 i 553 4 , DA T A%
B2 ) B BRI TS T 2 Ui o SR, XA
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BAXA, #—#, T, NER, BEE, 8K
FE3E RN BZ W EXS B E R AR GRIR

iR CHRER Z ()8, ) an , 7682 i, BEAT TAE
FI A B S A 3l i1 A (Laidlaw 55, 2021) , X
A TR U i 77 2 Tl B, 1 LGk 3] J 4 o SC
15 B JC T Bl H U 5 5 B 08 1k B\ 2 [ Ay i otk
A, LR s A (Ho % ,2022) . HE, iRl
TR T B ARAE MR IR0 IR B 2 > A5 T % %of
P Sh 0 e 55 P A BE R 1) ARG o i RIS IR R
TR f18 35 o 553 1 P AR U IR A JB R )23 1T L A
SXTHUREAS 4 A 427 T B L2 S 3 6 PR 2% g A . Bk
S [ AT SR A FRIE 5, R bk A %) 3 Ty =X AT
SRAEAGHE— 0k . BEAh, X B 8h 9 3 2 [n] 5 5
TR BE 27 > ] i R S5 A SR IR R | X AR R Rk
AT IS TT 1]

D ZAES Y5 N AR H BB . Rk
T AAE UG o AT 55 DA W AE TR o) R
I TN AT 55 v XA AR RE A A T U (X
45,2021 Jiao 5 ,2023) o FEXELFAE S5, X BTk
i I 28 TS Ak, A0 A= 5 00 T Hp A X 4
T SRR R X R X Bl s [
I 26tk . Bl PR T 4 B —AT 555 A B AL
il , TR B — 2 TAE 2238050 B A R AT 55 B P 2l 1A
FIBE 2R, BT — AN RE A% ] i ik 38 224 TR A 45 1992
AAE ST B BEAIL T, V6 /0 %o AS R AT 55 43 501 350 28 B
I E R R IR RS X U] T B — B A S
1155 B AE BRIE A aT AT o S B B A T B
T Ty 72 BT ERAIE T 1 2 % (Poursaeed 55 ,2021) o 9K
1M1 , 22455 B Bl SR X AR B BB R R T 32 1
By, PRI [7] 22 4T 55 3 S i T H iz At B B AL il 475 4%
BT IR A A R )

5) RS RERIER T WP, s, K
T R AE N T AR R 2 B A R TR I A
BRI BRI R VR RE . AR, 3k 2L T 244 AR TR
T A5 % B X P U o Gan 58 A (2020) L5 T
JE def i A\ 225 ) B B8 D 0 B TR A S A R
SRR HE AT R Z5 B R I 507 A SR
M EHATTY R, Yang %8 A (2021a) & BRALfE FH A
— IS ) B (8 e 08 A Ui IR 2 BB AR A P g
P2 A R BT BEAT — SR, IF 4 H A R
B AR B A, iz A T o 1) 22 B R B 1
AL T B . BRILLAAE , SRR R R AR A 1 I
BB R . Xue %A (2023) %11 T —Fp 22
B AESL 30 A 9 KO B A #2101 A i — R

3T fil & 2, T BT T — b b R DL A AT A
R0 R BE S 7N 1], g THT ) RO 1Y )i FH B f 4 T
TREFIE Ko S T BT X RS A ety , Yi 55 A
(2023 ) 32k T X B U1 25 1) fl el 36 w35 Bl A A B
HAMRAT B PRI 4 7R e ek i B e,
A, Cui % A (2023 ) K I RIE F AL T 058 T RE
AT i 55 L R AR A B SCARE R 98 R 1 5 AR A
B R8RS SRR AS A B A, S B T i B2 A R R
G UDNTE R iR 7 SO B oy A o] VST 3
HITELL IR AE BV R, KA 2RISR
T i 7 B I 224 1 8 T B IO PR AR, IS S A R
BT (Cui 45, 2023) GRS B8 AR 2R 1] (Xue
85,2023) %5 AN A EL TAEGE IR E 22 2%, K
R 1) 2 850 0 AR T, o] fuff RS B 40 5 kA
PRAEH S PE R AT T S m R Gm ] R ARG
WFFERJ7 18]

Britb 2 Ab  PEREE 7 S A2 F 2 5
AU Bt 4 75 AR G B HAt ARt 2 ¥ e ke
K I TARERIT IR o

D Z KRB Gt 2B s i) B e 5
i 3 AE 22 oL B BN Sk, DA TR B S B0 s 4
R BRI XA S AR 1 B A Y DG B IX
SIAET 1T BT B AE (4 410 2 A 7E I R B B A A 2
Ak 5 ] T A A 5 LAY it R 8 7 2B
i o Tramer 1 Boneh (2019) KXt Hr il Zrdi i T W Ff
AL Tt S, — R R TR EA T4 1Y
TR BT BRI A I T3 55 A ok A= Jong
PUREAS ; 73— 2 xd TRMEA 450 1) i Ay ety
53 6 AT Moy 6 Yok 45 R BCE- 1 . MSD
(multi steepest descent) (Maini 55 ,2020) %f [ A5 i
oo vk it AT T etk | B 45 2 i TR e ik
AR DA 3 4 A 5 r 3 SBURBE A ) S5 5 A B8 R A
RS , 2B B B LA PUREA XY
AL B 7 kT Wb b LB — B0t i AR i b I
A RCR A RUPRIK T is I8 . Liu 5 A (2020 )%
RERVHEAT 533, A3 S B —FP 51y, S HOA [R] 53
SIS REAE , AT By 48 22 26 B4 8l . Wang 55 A
(2021) IAEGEXTHT ISR 1) BUZ AL A B2 H i ik
ZNINA ) 7 O SUR AL T EE AT R . HE 1K
XS T AR Rk T AR SR H RS I — I 5
BRI BREE | (B BT AR I A B BT 2k
AT VR PR T AR 228 sh iy By
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A6 T A A B — 3h A AN R A s B AR R i T —
ARG AR HE Tz A B A Y i — 2 R R

2) ARFXS L DAL R B T 2l
Bl 0 TAEA B0 1 T AR e (9 B A AR i &
J& o N T BAE b SR Tk B AL e
Kaufmann 55 A (2019) & 11 1 5 T %l B 19 B8 £ 5 5
bR i 20k, W Fog . Snow 25, L 1714 g 3 FH 4
KA, Xl T AR TAETPHER . Srid-
har 58 A (2022) WFRIE A S FUZ AR AL S5 A BE B8 1
TSR AL ARG Ry AR NI 1 B AR A T
(8% . Dolatabadi %5 A (2022 ) 18 1= 4 Jak B 95 £ #L
PR S PR 5 R e, A SR RN ok ) 9 A A AR
PAET —AV I T X TAEE— 2 T AR A
Yok AR v ) R A DA TR S A 0 S
T oK

3)HRAHIGE 7S (2 AL B . 72 2 A= B
IS TR B A R R B 2% 2 AR fy o — g
FUG T AR ] RB 28 22 8155 < P AL IR A
ZFP Z R0 5 RS (T, B TR RS (4 B IR AN
BN VRIS B, X 3 S R R 7R 1) )7 A [+
FEJE 4 F A9 A 98 4 5 . Hendrycks Fil Dietterich
(2019) 03 7% T T PPAh F KA sh& e i i 5540
£ CIFAR10-C .CIFAR100-C % 43 75 T AR [E2E 8 R
A T PR B 1 3= 5 i R 75 . Shu 58 A (2021) 7
FEHEJZ MG B BRI 3l LS w2 X XU
EPSNEOE e =N I e € 5.8 =<l ey W1 o 1l ]| 2
PIARIE IR E M . Song 2 A (2021) MR 45 T o B3
HEXTHUREA (1) H 3R X SR 790 i, 4 TR AR 2R
PN AT 35 5 A A 3l . 5 AR TR Y /2, Modas 45
A (2022) BET T —4N e FAk B 1 5y v ke d i
FEARZREVE . Sarkar % A (2022) X FEAS (1) AN [R] i H
SERIEATAE G W A AL A ) R A O 45 2
(DN RSk e B S 7 = Wb NS/ 7 RIS DO
U s ARSI T 3015 200 = & R R LA
Tl B 52 2t o BRI, TR E— A [) B A 0 B 0 3 7 e
RS BT Z AR 1) — 4~ HAT FEE N FH A (Y
WF5E 77 ) .

4 & iF

TA [ A Bl B8 X T B A2 >4 X4 B A 5
RIBTTT 18] o ARSCER GG T AR AL 8 B

TAERYBIFTE DR, DS B RIS s P45 T
XS TAEEAT TR 0 B2 o e X AR I
7 B B A AR AR ST ST Sb A7 1 BB, JF X A
GBI TS AR R AT T IR . RAR LG Y
B AT FE R TR BE o~ Al g e 25 A T IS TR
R RN A5 B B 2 S, A A ST LR
ZEH T ARG R B S HOR AR U A i —
SRR 2 A 5%
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